
  

  
Abstract— The paper describes the development of the Sensor 
Network Anomaly Detection System (SNADS). SNADS is 
designated to become a framework to support signal change 
detection in sensor networks (SN), the backbone application of a 
crucial importance for design of other SN applications as well as 
for improving SN performance and security in general. SNADS 
will provide a cross-platform management of core SN operation. 
Although SN is built as a synergy of a variety of modules, the 
system centerpiece is a collection of intelligent agents realizing 
different computational intelligence and machine learning 
techniques employed for change detection in signals coming from 
sensors. The agents may have various levels of intelligence from a 
simple comparison against the thresholds through the rules 
system to neural networks structures distributed over the sensor 
network nodes. The system is written in Java and could be 
implemented with the JVM technology. The system composition 
and component design are described. Implementation details are 
given. 

 
Index Terms—Sensor networks; Signal processing; Java 

programming 
 

I. INTRODUCTION 
his paper describes the software framework integrating 
computational intelligence and machine learning 
techniques for signal change detection in signal 

processing and other related applications. It will explain the 
development of the Sensor Network Anomaly Detection 
System (SNADS), which is designated to become a synergetic 
structure of various intelligent agents, making a change 
detection decision in signal processing applications. Although 
the current design focuses on sensor networks (SN) 
applications, many agents and the framework as a whole are 
anticipated to be useful in applications far beyond this 
technology, even for solving problem other than signal 
processing. An example of using one of its agents for 
detecting edges in images is given in [1]. The framework is 
build up as a cross-platform tool with autonomous parts, many 
of them working independently from each other. The design 
idea is to make the framework valuable to a great variety of 
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members of the computational intelligence and machine 
learning virtual community as well as scholars and 
professionals who want to employ or wish to investigate a 
feasibility of applying the intelligent methodologies in their 
projects. Depending on a particular project’s specification, 
users should be able to choose specific modules and embed 
them directly in their designs.  This will allow for a much 
faster project prototyping that will cause a significant cost and 
time reduction. It might also facilitate a feasibility study and a 
comparative analysis of various intelligent agents in different 
applications on the implementation level much closer to the 
final product than the one provided by widely used high level 
design packages such as Matlab. 

Sensor networks have been chosen as an initial designation 
field because it is an emerging technology with a multitude of 
important applications in various fields ranging from scientific 
surveillance to military and security. With the majority of SN 
employed currently for object and environment monitoring, 
signal change detection has an ultimate importance in sensor 
networks. Although a change detection in signals has been 
investigated for a considerable time, over the last decade there 
have been new important developments. The literature on 
change detection is rapidly growing mainly due to 
applications in engineering, financial mathematics and 
econometrics. The change detection techniques have 
developed into various models, which may be classified into 
likelihood ratio tests, nonparametric approaches, linear model 
approaches and intelligent techniques [2,3]. Csorgo and 
Horvath [4] provide a concise overview and rigorous 
mathematical treatment of methods for a change detection and 
use a number of datasets to illustrate the effectiveness of the 
various techniques. Applications of intelligent techniques for 
personal and technical systems monitoring based on SN 
applications were reported recently [5-7]. Results received by 
the first author [8-12] indicate that neural networks and fuzzy 
models are feasible for description of the kind of uncertainty 
we may anticipate in SN signals.  

SNADS provides support for a wide spectrum of 
intelligent change detection methods. While triggering 
alarms based on the limited data provided by the sensors can 
be accomplished using conventional constructs, the 
implementations could involve various methodologies and 
more complicated models, which in turn might require 
different resources. Depending on the information and 
resources availability, a variety of models and 
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methodologies could be used in a particular application. In 
one case, the alarms could be triggered according to the 
IF/THEN/ELSE rules.  For another monitoring application, 
the system can maintain a history of past values so that it 
can react according to how quickly measurement results 
change.  Finally, a machine learning technique could be 
used to derive the model dynamically in order to determine 
the outcome of the change detection. From the 
implementation point of view, the application execution will 
be distributed over the network with simple models used on 
lower levels and more complicated ones on the upper levels. 
Depending on the resource availability, however, models 
and utilities might be redistributed over the network in a 
given implementation. Simple methods like a comparison 
against the threshold could be embedded in lower MAC 
level protocols, while machine learning techniques will be 
built upon applications. 

The paper provides a detail information on SNADS 
design implementation. SNADS includes the following basic 
components:  

1) Message producing and routing system (MPR), 
2) Sensor configuration and management (SCM), 
3) Graphical user interface (GUI), 
4) Change or anomaly detection (ADS), 
5) Database and storage (DB) 

Section II provides the design functional specification 
with a brief description of each component. The basic 

implementation features including main data structures used 
to implement sensor querying  and processing their signals 
are given in section III. System configuration and 
compilation procedures are referred to in section IV with a 
conclusion drawn down in section V. 

II. SNADS COMPONENTS AND THEIR FUNCTIONALITY 

A. Design overview 
The SNADS system is designed as modular, extensible, 

robust, and scalable. By providing a generic sensor abstraction 
and sensor-definable configuration mechanisms, SNADS 
allows for simple, secure management of arbitrary sensor 
networks. By supporting network nodes with different 
hardware and software configurations, SNADS will be a 
versatile cross platform tool. Components will be added and 
removed from the system during runtime, and components can 
be upgraded to a newer version on the fly. The architecture is 
scalable allowing for components to be spread across multiple 
computing devices. SNADS is designed as an event based 
system that would allow it to function in a real time mode 
given enough resources. In this sense some architectural 
design decisions are similar to those taken in TinyOS design 
[13]. 

1) Modularity 
Modular design functionality is achieved via implementing 

a central messaging system, which allows components to work 

Fig. 1.   Graphical system design by component reconfiguration and connection 
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together as a number of black-box entries. This setup allows 
for simple runtime reconfiguration of the SNADS system and 
minimizes the damage a malfunctioning component can cause. 

2) Extensibility and upgrading 
The messaging system is also designed to be dynamic and 

highly extensible. Components can be added, removed, or 
replaced on the fly by the administrator. Updating to a new 
version of a component can be done without shutting down 
SNADS or the network. Self-upgrading and self-modifying 
option is planned but has not been implemented yet. 

3) Scalability 
A SNADS system implemented over a sensor network 

platform should be scalable to an arbitrary degree in relation 
to the number of agents included and modules working 
together within the limitations given by the hardware 
platforms in use. From a simple test network to a thousand 
node perimeter monitoring system, the SNADS architecture 
can handle it. Because of the message passing abstraction, 
various SNADS components could easily be located on 
separate machines, and the workload of a single component 
could be spread across multiple machines. 

B. Component design basics 
1) Message Producing and Routing 

The message routing subsystem supports communication 
between modules in the SNADS architecture  and by this way 
provides the functionality of the whole system in a real time 
mode. By registering with this system, a component will be 
able to send events to and receive events from other SNADS 
components. It will also support workload distribution over 
networked processors. 

2) Sensor Configuration and Management 
The sensor management subsystem generates and maintains 

a collection of JSensor objects, which provide the basic 
abstraction for sensors in the network. The sensor manifold 
object directly handles all incoming sensor notifications and 
prepares them for use by other components such as the ADS 
or GUI. This is the basic unit responsible for getting signals 
from the monitored objects and the environment and their 
possible preprocessing. 

3) Graphical User Interface 
The SNADS interface allows for simple central monitoring 

and management of the system itself as well as of the 
monitored object and the environment. It works in 
collaboration with other components and first of all, SCM. 
Sensors can be dropped from the network or individually 
configured. Sensor specific configuration dialogs integrate 
seamlessly into the rest of the GUI. Alerts from the ADS are 
reported the GUI, which notifies administrators of potential 
problems. Additionally, the GUI supports database, session, 
and ADS configuration.  

The GUI allows SnadsComponents to be “wired” together 
in a way which captures the manner in which data flows 
through the system intuitively. Components are dragged from 
their  component providers, on the right hand side (see fig. 1), 
into the working area on the left. There they may be dragged 
around and connections made by right clicking on a 
component and choosing, for example “Send Events To” on a 
Sensor Manifold and then clicking on a Data Display 
component to create an Event Source / Event Listener 
relationship between the two. These “wires” may only be 
connected in ways allowed by the system. A trick that is 
currently being implemented but not yet finished is creating an 

Fig. 2 Sensor measurement tabular display 
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“attraction” between the newly created, but not yet connected, 
end of one of these wires and a component to which it may be 
connected, and a repulsion away from any component that 
cannot be connected. The system would in this way provide a 
subtle cue to the user as to what connections would be wise. 
While the GUI elements in figure 1 are standard to the 
distributed SNADS management, figure 2 shows a simple 
tabular data display implemented by an external component. 
In this particular example the Data Display tab was sent from 
a component on a remote machine, and its content is 
determined entirely remotely. This was not simple to achieve 
in Java’s RMI scheme. It was not possible to render entire 
swing or remote objects because of the restrictions on the 
creation of dynamic proxy classes underlying the RMI system.  

If the GUI component is an instantiated remote object it 
cannot be marshaled across the network through the RMI 
system without being replaced by a proxy, but if it is not then 
the SNADS component behind it cannot communicate to it. 
The current solution was to send a reference to the GUI 
component class across the network, creating a new instance 
(with the class loading handled by RMI automatically) and 
then calling methods on both the SNADS component and the 
GUI component to pass the remote references to one another. 
There may be a way to force a remote object to be marshaled 
in the normal way. 

4) Change or Anomaly Detection 
At the heart of SNADS lies the ADS. While a default 

component will be supplied, arbitrary user-defined ADS 
implementations can easily be used instead of the default. 
Based on sample data, the ADS looks for changes in the 
coming data streams, marks such data, and sends notification 
to the messaging center. These changes might originate from 
the actual signal novelty as well as erroneous or maliciously 
altered incoming sensor readings, ADS is designed as a 
collection of different agents of various intelligence levels and 
complexity. Examples of the implemented procedures include 
a comparison against fixed thresholds, an If/Then rules 
system, and a multilayer perceptron (MLP) neural network. 

The Neural Network implementation used for this project 
utilizes an open source Java Object-Oriented Neural Engine 
(JOONE). JOONE appeared to be the best offering among the 
freely available neural network development tools for the Java 
language.  JOONE also provides a graphical framework for 
testing neural network architectures [14].  The classes 
provided by JOONE can be utilized to implement complex 
and highly scalable neural networks.  In the test cases a three 
layer MLP feed forward neural network has been 
implemented.  The MyNeuralNet class builds this neural 
network, trains it according to a provided training set, and 
serializes it to a file for use by SNADS.  MyNeuralNet 
implements a JOONE defined interface which enables an 
event triggered methodology that is helpful for displaying the 
status of the training phase.   

The MyNeuralNet constructor creates an instance of the 
JOONE NeuralNet class.  MyNeuralNet.Build defines the 
network’s makeup (e.g. number of inputs, number of outputs, 
number of layers, number of nodes per layer, type of transfer 
functions, etc.), reads a training set from an external file, 
trains the network according to this training set, outputs 
training progress to the console and serializes the network to 
another file.  The process needs be performed only once as it 
is this serialized neural network that is needed by the server 
program, although there is no harm in re-executing the 
program (and regenerating the serialized network) and in fact 
this is exactly what should be done if there is a need to change 
the behavior of the network.  Figure 3 presents the neural 
network training process. 

5) Database 
The database subsystem provides a simple interface for data 

logging and searching. Each session is stored separately in the 
database and the format for sensor readings can be different 
across sessions. Data cataloged by the SNADS database 
system is easily accessible for later analysis if so desired. 
Depending on the specific SNADS application, however, the 
database may not be used at all.  

Fig. 3. Neural network training display 
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Database access is currently provided via the 
SnadsDatabase class. This will probably become an interface 
in a future revision so that various underlying database 
architectures can be more easily supported. At the moment, a 
MySQL database is used as the backing repository. When the 
database object is created, a network location for the database 
is specified. To connect, a username and password must be 
supplied along with a desired session name. The session name 
will name a table in the database to hold all readings in the 
session. 

The MySQL database needs a pre-configuration in order to 
be used by SNADS. Eventually, this will be handled in the 
GUI database setup dialog. The program expects to use a 
database called “sensor”. Sensor must contain a (probably 
empty) table called “templateA” from which it instantiates the 
session tables. Once the entire GUI is in place, it should be 
relatively easy to create tables that support different kinds of 
sensor readings. The templates will be fully editable in the 
GUI. Furthermore, a table called metadata will be added to the 
database setup to correlate specific session tables with the 
template they used. 

III. SNADS IMPLEMENTATION FEATURES 

A. Current state and future development 
1) Java RMI implementation 

The SNADS distributed framework is implemented using 
Java built in RMI methods, in java.rmi package. Interfaces 
were extracted from the original SNADS classes and modified 
to fit Java’s RMI [15], which uses dynamic proxy classes in 
its own implementation, limiting it to the methods of 
interfaces, rather than both interface methods and class 
methods.  

SNADS class hierarchy (see fig. 4 for events classes 
hierarchy) has been designed to better fit the distributed 
system and to allow for more generalized object management. 
Every class that would be accessed over the network was 
made a subclass of SNADS component, allowing for 
generalized object management and user interaction, both 
through a standardized configuration method and through 
standardized methods for the retrieval of GUI objects. The 
basic SNADS component class also implements (via the 
Named interface) methods for the identification and retrieval 
of components. 

The ComponentProvider forms the basis for both the 
administrative console and the remote units. They are 
registered with Java’s RMIRegistry, allowing the client to find 
them automatically. The client retrieves a set of components 
made available by a given provider to present to the user. 
Some components are only available once, such as a specific 
SensorFactory on a specific remote system, while others, such 
as BasicSensorManifold, may be instantiated multiple times. 
The current MultiComponent implementation leaves 
something to be desired, as it must create an instance of the 
object in order to offer it to the user, despite the fact that it 
may never be selected by the user for inclusion in a sensor 
system. If the creation of the object were to involve threads on 
a remote server, database connections or a large memory 
utilization would waste resources. 

2) Partially Implemented Features 
The message processing system is still in an infantile state. 

All message routings are currently hard coded, which defeats 
many of the system goals. Unfortunately, this system was not 
implemented first, as it should have been, but instead it was 
added after a minimally functional system had been created. 
The next milestone for SNADS involves properly 
implementing the message system to support dynamic 
message routing and type addition. A couple of database 
features are also missing at present. Specifically, the ability to 
select a sensor reading format template is not present, but the 
underlying code is in place. The change detection by the ADS 
is not yet indicated in the GUI. However, it is properly stored 
in the database. Almost everything is in place for the GUI to 
handle these events, but a last minute rethink of the setup 
prevented inclusion in this release. 

3) Known Bugs 
For some yet to be determined reason, the SNADS system 

(or at least the GUI) appears to hang when around 30 sensors 
are added to the network. Obviously, this is unacceptable and 
will be fixed in the next milestone. 

4) The Next Step 
The next major milestone for SNADS will include full GUI 

support for configuration of all major subsystems, a couple of 
bug fixes, and finalization of the messaging system. Also 
slated is the dynamic creation/destruction of sensor factories 
and a number of extensions in the database interface. Once 
anomaly reporting is fully integrated into the GUI, the first 
public release will be offered as v1.0. 

B. The JSensor Abstraction 
In order to support diverse sensor platforms, SNADS has a 

generic sensor abstraction. JSensor is an abstract class 
definition which provides functionality to disseminate 
incoming data and sensor status events. The basic JSensor also 
provides support for unique per session identification. Classes 
derived from JSensor must also support queries for sensor 
name, type, and capabilities as well as provide a configuration 
mechanism. Optionally, such classes may support sensor 
shutdown and renaming operations. By default, attempts to 
issue these commands result in an exception. 

1) Session IDs 
A session ID is assigned to each JSensor object via its 

constructor. Each ID issued must be unique within the current 

• SnadsEvent 
o SensorEvent 

 DataEvent 
 StatusEvent 

• Connect 
• Disconnect 

o SystemEvent  
o SnadsShutdown  

 
Two different types of EventListeners are available, for receiving 
SensorEvents or SystemEvents; they follow the normal Java 
EventListener pattern. 

Fig. 4. Sensor event classes hierarchy 
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session in order to identify each sensor properly. Currently, 
sensor factories are charged with managing ID generation, 
however this may change in the future. 

2) Sensor Name and Type 
Each sensor has a name and type associated with it. There 

are no restrictions placed on these fields and they can be used 
by extending classes as they see fit. However, some standards 
may help. The type field should contain information about the 
actual kind of sensor, which the JSensor represents. For 
example, a type query for one of the simulated sensors used in 
testing would return a string like “TestSensor;vers=1.2;”. 
Names do not have to be unique, but should describe the 
purpose of the sensor. 

3) Sensor Capabilities 
Sensor capabilities specify the non-standard functionality, 

which a sensor supports. A capability is specified in 
Interface.method() format. The standard capabilities are 
JSensor.shutdown() and JSensor.setName(); these do not have 
to be supported. As an example of extending the basic 
functionality set, the test sensors added TestSensor.skew() and 
TestSensor.unskew(). While these methods were only called 
from within the TestSensor configuration dialog, a SNADS 
module could theoretically utilize these methods directly after 
querying for them dynamically. 

4) Sensor Configuration 
The JSensor class has an abstract method called configure, 

which must be supported by deriving classes. All the method 
has to do is allowing for configuration of a specific sensor. 
Theoretically, if the sensor has no configuration options, this 
could result in no operation. While not a requirement, 
standard configuration methods create a GUI interface for a 
dynamic configuration. Any other approach should be well 
documented. The configuration procedure may be more 
strictly defined in a future revision of the SNADS 
specification. 

C. Sensor Factories 
Because of the varied underlying technologies, there is no 

single way to instantiate a new JSensor derived class. As such, 
each type derived from JSensor should have a corresponding 
sensor factory class, which implements the JSensorFactory 
interface. Basically, the sensor factory just waits for new 
sensor connections, creates a JSensor derived object, and adds 
it to the sensor manifold. 

D.  Error Handling 
In the operation of the distributed network it is possible for 

entire nodes to become disconnected, leaving the proxies 
connected to Remote objects, talking to so much dead 
hardware. Originally the system was set to detect these events 
proactively and at the earliest possible time and propagate the 
appropriate LostComponent events through the messaging 
system. This required each component to listen for these 
events, and check the component identified as lost against all 
member variables of type SnadsComponent and members of 
any Collections, Arrays and the like used by the object. This 
system quickly grew to the size of the rest of the program, and 
added much complexity, as for example, in handling one lost 

component the system could come across another lost 
component, triggering another LostComponent message. 

The replacement scheme used instead is not centralized, and 
does not rely on the messaging system. Every method of a 
Remote interface must be declared to throw a 
RemoteException, which will occur when the method is called 
on a component located on an unreachable node. At that time 
only the component triggering the exception is expected to 
remove its own references to the lost component. In this way 
each object deals with its loss on its own schedule, as it needs 
to. The code for dealing with the loss of an object is located 
where the object is used, so the object catching the 
RemoteException does not have to search through a number 
of locations to find the references. If the author of a future 
component wished to locate all lost objects’ code in a single 
method, he could call that method whenever a 
RemoteException is caught. 

IV. SYSTEM CONFIGURATION AND COMPILATION 

A. Network Configuration Persistence 
The network structure created in the work area of the 

management GUI can be saved to disk and reloaded later. 
Using the named interface of the components and the 
providers, they came from, a fully qualified component name 
is constructed and saved. During loading the system looks for 
the same component provider (by name) and gets the same 
component (again by name) from it. In the event that the 
specific provider is not available the system will search all 
providers until it finds a matching component. 

Currently version information is a part of a component’s 
name. It would be better to store this separately so that the 
loading process could load a newer version of a component if 
it has been upgraded. If a component is not available at all, the 
load should either fail or load the network with placeholders 
for the missing pieces. This state is not currently handled. 

B. Component Upgrade 
To integrate a new version of a component into the system 

either a RemoteComponentProvider must be restarted or a 
new one started. Hitting “refresh” on the console will show 
the new information.  

C. Compilation 
The SNADS distributed framework was developed and 

compiled under Eclipse Version 2.1.3 built with the RMI 
Plug-in for Eclipse version 1.5.1.1 from 
http://www.genady.net/rmi/. This RMI plug-in is a 
commercial software, however its only purpose was to add the 
RMI Stub generation for certain classes to the Eclipse build 
process without any effort. It is possible to build the SNADS 
distributed framework using only Java’s command line 
tools.(See for details on Rmic 
 http://java.sun.com/j2se/1.3/docs/tooldocs/win32/rmic.html  ) 
Java RMI has the following known drawbacks. 

• Need for base class and interface, i.e. 
SNADSComponent and BasicSnadsComponent 

• Need for RMI compiler to create subclasses, which 
must be sent over the network and loaded via a class 
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loader at run time, even though RMI uses only 
interfaces. 

• Difficult to send a real object to another machine and 
then obtain a remote interface for it, as in a GUI. 

V. CONCLUSION 
SNADS is designed as a synergetic collection of 

heterogeneous computational intelligence and machine 
learning agents. Its dynamic structure allows for adding up 
new modules realizing new intelligent techniques previously 
unavailable and scaling it up to really big numbers of the 
modules and agents. It is realized in Java that allows for its 
application with novel Sun Worldspot sensor kits currently 
available on the market [16]. 

While still in its early stages, SNADS demonstrates a great 
deal of potential for the future developments and applications. 
By facilitating general sensor network security and 
management even across heterogeneous networks, such tasks 
will become more accessible. There is an obvious set of 
scenarios, in which SNADS would be of great use, especially 
for objects, processes and environment monitoring. By 
allowing a user to more quickly and easily create SN 
configurations, SNADS will be invaluable to scientists using 
sensor networks to monitor objects and the environment. 
Additionally, the ADS elements can help to identify results 
that need to be more closely scrutinized to ensure that the data 
set is not polluted by errors or attack. 

Besides the obvious applications in traditional sensor 
networks, SNADS has a high potential in other areas as well. 
For example, traditional computer intrusion detection systems 
could be augmented/replaced by a network of simulated 
sensors. Each sensor would sit on a separate processor and 
report statistics back to the SNADS processing center. 
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